AZ JUDICIAL
CONFERENCE

From Seizure to
Courtoom: The
New Landscape of
Digital Forensics




From Seizure to Courtroom:
The New Landscape of Digital Forensics

Sabrina Feve and John Ellis






From Seizure to Courtroom:
The New Landscape of Digital Forensics

—

| QP Cj
c;xxk
/ | AnbECSAN

“I'm at the age where not only can I not learn
new tricks, I can’t even remember my old ones.”




From Seizure to Courtroom:
The New Landscape of Digital Forensics

Q Legal fundamentals - begin by asking

how evidence was obtained:

- Consent!
- Discovery!
- Search warrant?



18 U.S. Code § 2702 - Voluntary
disclosure of customer communications

or records

U.S. Code Notes

prev | next

(@) Prowsmons.—Except as provided in subsection (b) or (c})—

(1) a person or entity providing an electronic communication service to the
public shall not knowingly divulge to any person or entity the contents of a
communication while in electronic storage by that service; and

(2) a person or entity providing remote computing service to the public shall
not knowingly divulge to any person or entity the contents of any
communication which is carried or maintained on that service—




From Seizure to Courtroom:
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Step 4: Privilege
& prejudice
Step 3: Hearsay FRE 104, 403
& exceptions

Step 2: FRE 801(d),
Authenticate 803, 804, 807
Step 1: FRE 901(a)

Relevance
FRE 401, 402
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Validation



Veritication



Integrity



Reproducibility



Documentation
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Cellebrite UFED 7.68.0.809

SELECT EXTRACTION TYPE

APPLE IPHONE 12 (A2172)

USB cable 210 or Original Cable

Logical (Partial) Advanced Logical

=

ABORT

Camera

Screenshot




Cellebrite UFED 7.68.0.809

SELECT CONTENT TYPE

APPLE IPHONE 12 (A2172)
USB cable 210 or Original Cable

(A Extract from

Device

Choose data types to extract

8.;, Call Logs @ Locations

2 sms I mms

JF2 Audio/Music 2] videos

IB Archives @ Email

388 Files

Ié]_ Advertising ID

@ Calendar

J’ Ringtones

5 ™

Skip extraction popups @

S contacts

] Pictures

Documents

Browsing Data

~ All




Cellebrite UFED 7.68.0.809

SELECT CONTENT TYPE

APPLE IPHONE 12 (A2172)
USB cable 210 or Original Cable

[F Extract from

g Device

Choose data types to extract

‘9‘; Call Logs @ Locations

2 G mms

J4 Audio/Music ] videos

Archives @ Email

22 i
Sag rlies

ABORT

-@- Advertising ID

Calendar

QD Ringtones

& ™

Skip extraction popups @

g Contacts

Pictures
Documents

Browsing Data
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@ Cellebrite UFED 7.68.0.809

SELECT EXTRACTION TYPE

AU ISW11SC(GALAXY S2)

Cable A with black tip T-100

Advanced Logical File system

Screenshot Chat Capture

=)

Camera




Cellebrite UFED 7.68.0.809

SELECT MODE

D AU ISW11SC(GALAXY 52)
Cable A with black tip T-100

Advanced ADB

ABORT

Boot Loader
(Recommended)




Cellebrite UFED 7.68.0.809

SELECT MODE

‘i‘ AU ISW11SC(GALAXY S2)
=] Cable A with black tip T-100

Boot Loader

Ad d ADB
vance (Recommended)

X

© Boot Loader

An extraction method that performs a physical extraction when the device
is in bootloader mode.

With this extraction method, the operating system is not running, so the
device cannot connect to the mobile network.

It bypasses any user lock and is forensically sound.

The bootloader extraction does not support extractions from a memory
card and SIM card.










MAGNET GRAYKEY ™
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=
i Appie Supported Devices

Anchid Supporied Devices

~

Enter Passcode
o oo lidivlys i o)

Serlal: s .

~
Sterage: 921 GB of 970 GB (95% froe)

Please select the workflow that GrayKey will utilize.

Known Passcode

Passcode is Known
to examiner, this is a

Consent device.

Access Statistics @

Statistic

Success Rate

Success Rate Incl.
Detach*

Median Time

Mean Time

Unknown Passcode

Passcode is
Unknown to
examiner. This
phone may be
locked or actively
unlocked but with an

unknown passcode.




Before First Unlock

Enter Passcode

Your passcode is required
when iPhone restarts

O 0O 0O O

After First Unlock

Emergency

Swipe up to unlock
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Mame

%) 00008101-000E0CA13ADSE001 E.pdf

- 0D000&8101-000EQCAT3ADSB00TE files_full.zip

| | 00008101-000EOCA13ADS001 E_keychain.plist
— 00008101-000EOCA13ADS001E _passwords.txt

Date modified

12/6/2025 10:10 AM
12/5/2023 7:36 PM

12/6/2023 10:10 AM
12/6/2025 10:10 AM

Type

Adobe Acrobat Document
Compressed (zipped) Folder
PLIST File

Text Document

Size

206 KB
111,037,09...
8,313 KB
662 KB







Welcome

@ Extraction Summary (1) X

All Content Physical

Timeline Extraction Summary

v ! Extractions: 1
Analyzed
Data
- Physical
Samsung G5M GT-55280 Galaxy Star
Physical [ Android ADB ]

5/28/2017 17:16(UTC-4)

e 5/28/2017 17:31{UTC-4)
CA\Users\brodrick\Desktop\Desktop files...

— =
(») Case Information

Delong
AVAIRY Forensic Solutions

Device Info

samsung/mintssxx/mintss:4.1.2/)2054K/55280XXA....

EB:AE:B4:AC:82:46
us

310260
8901260001792880381
3ed8f2fdB4c1e007
True

us

GT-55280
samsung
RF1DBEWS2DA
en

True

True

412

4 Add extraction

@ Add external file

kevin@avairyforensicsolutions.com

Content
@l Generate preliminary device rep... =)
Data

%  Bluetooth Devices

D Device Events

[® Device Users

& Instant M

rd

Calendar

Contacts

Device Locations

Emails

Notes

306

£ Project settings

C  Calllog

Device Motifications

Installed Applicat.. 166

Bi Generate report

%]




Marko Simié

[E] show Al (384)
) Report (384) E
Welcome @ Extraction Summary (1) X Calendar Coffee
Coffee with Lucija
All Content Physical Baptism [
e
Sima's son
Extraction S-Ummary + Add extraction @ Add external file Party
Party with friends
Call Log =% Outgoing: live:bruno.gazdic Bruno...
v Extractions: 1 Date: 3/14/2014 10:10:56 AM(UTC+1)...
= Outgoing: live:bruno.gazdic Bruno...
= Physical Dates 3/14/2014 10:08:35 AM{UTC+1)...
Samsung GSM GI'T'SS‘EBU Galaxy Star == Incoming: live:silvija.krsic Silvija Kr...
Physical [ Android ADB | Dates 3/14/2014 8:32:50 AM(UTC+1)(00:...
: Chats Chat: teamsnapchat, markos222
5/28/2017 1716(UTC-4) teamsnapchat=»To: markos222 markos2...
Me 5/28/2017 17:31{UTC-4) Chat: teamsnapchat, markos222
CAUsers\brodrick\Desktop\Desktop files... teamsnapchat=>To: markos222 markos2...
Chat: Unknown person, Unknown...
Unknown person=>x: hey (4/25/2014 3:1...
o) -
(») Case Information ; A ; ; Contacts (1 entry, 0 addresses, 0 notes)
Delong kevin@avairyforensicsolutions.com e
AVAIRY Forensic Solutions ) -
(1 entry, 0 addresses, 0 notes)
Content marko.sim22@gmail.com (.
= i ' 3 r: . . o
Device Info E] Generate preliminary device rep... Bruno Gazdic (0 entries, 0 addresse... | &
Data
samsung/mintssioymintss:4.1.2/)Z054K/552800KA... . i T el s O T )
E8:AE:B4AC:E2:46 %  Bluetooth Devices B Calendar marko sim22 @gmail com|6219423b9dd0...
us Emails == noreply-f3c936d6@plus.google.co...
310260 bt Marko, do you know Silvija Krsic or lva C...
Contacts
a0 () 1
2)3;26{(:)801 F-E‘?ﬁ‘o&&n =% noreply-f3c936d6@plus.google.com
e 4c1edl Marko, do you know Silvija Krsic or lva C...
True
us 0 Device Events Device Locations = info@twitter.com <Twitter>
GT-S5280 Do you know tportal, Antena Zagreb and...
- |
samsung g = Passwords Password: a51b6cf8-cc25-45bc-a0...
RF1DB&WS2DA E' Device Users Account: marko.sim22@gmail.com
it Password: mVGJDRNyd0dztVEpOY...
True R (Access group: )
True
412 Password: 1lfn06we59zodrih (Acce...
"|.;.|T.C+D'| 00) zag'f_‘h rEuere' Account: marko sim22@gmail.com
L ¥ ] v | 2
8901260001792880381 Q,  Searched Items "- User Accounts User Accounts Marko Simic
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Cloud = Electronic Communication/
Remote Computing Service Providers

aWS Docu%

workday.

SAP Concur @ WhatsApp

GoogleApps %% Dropbox

Q@ Quip zendesk s*slack
G Office 365 (S) Skype for Business



Facebook Business Record Page 1

Service Facebook
Target 100002087532198
Generated 2018-03-28 21:12:55 UTC
Date Range 2015-10-04 00:00:00 UTC to 2016-06-03 23:59:38 UTC
NCMEC CyberTip Numbers
Name
First Patty
Middle
Last Plamtiff

Registered Email Addresses patty plamtiffi@ facebook com
Daysoff_patty@yaheo.com

Vanity Name Patricia
Registration Date 2011-01-24 06:57:44 UTC
Registration Ip
Account Closure Date
Account Still Active  true
Address  Street
City
State
Zip
Country

Current City San Diego, Califorma (110714572282163)

Phone Numbers +5193149896 Cell Verified on 2014-07-30 09:13:03 UTC

Facebook Business Record Page 2

Album: Mohbile Uploads

Linked Media File: linked_media‘photos_35641286315933 jpg
Id 3641286315033
Caption  Noting better than enjoying a warm San Diege winter day on the beach.

Photo http://scontent. xx fbedn netfn/tl . 0-
9/5T20x720/12670582_5641286315953_2428135255618253625_n jpeloh=36b083a3bf712a872ch0d2292ddcaade3 &
0e=3TCA3CRE

Album Name Mobile Uploads
Uploaded 2017-01-09 21:50:04 UTC
Modified 2017-01-09 19:33:35 UTC

Camera Make LG Electronics
Camera Model LG-Woo
Tags
Comments
User Laura Smith (725223332)
Text Oh what! No invite!? &
Time 2017-01-09 222742 UTC
User Joshua Davis (1167638010)
Text Hell ya granny! Mom is gonna like this.

Time 2017-01-1000:21:16 UTC

User Janice Keepler (725223352)
Text Working that tan I see!
Time 2017-01-10 00:24:36 UTC




Additional Properties about me

activity_log_comments
activiry_log_donated_to_fundraisers
activity_log_nfo

wity_log like
activiry_log_saves
activity_log_searches
activity_log_tagged bv_others
activity_log_unfollows
applications
checlins
COnnections
CcuIrency
cate_of_birth
darect_debat
cducation
cncrvpied_conpection_info
CI'I.I:]'_':-:F‘tL'd HFTOLEPS il'.l.E'.‘l
EVEns
farnily
favorite guotes
friend requests
friends
gender
SIOUp_MesIages
Zroups
hometown
linked_gccounts
machines
messenzer_day
mobile devices

NCmer_fepors
notes
notification_s=trings
off facebook activity
pavment_accouts
pavments

pavpal accounts
photos
political_vicrrs
posts_to_other_walls
povacy_scifings
recogmzed devices
relationship
religious_wisws
removed friends
reported _conversations
[DOMmE

SCTEEN NAMmEs

secret _conversations
sccurdy_logs

sharcs
spoken_languages

status_updates
subscribed to

subscribers
support_correspondence
unified tneccages
vanitv_changes

videos

wallposts

wehaite

work




Additional Properties about me

activitv_log_comments
activitv_log_donated_to_fundraisers
activity_log_mfo

activity_log_lkes
activity_log_poll_votes

activiry_log_saves
activity_log_searches
activity_log_tagged bv_others
activity_log_unfollows
applications

checlins

COnnections

CcuIrency
cate_of_birth
darect_debat

cducation
cncrvpied_conpection_info
CI'I.I:]'_':-:FtL'd HFTOLEPS il'.I.E'_'l
EVEns

family

favorite guotes

friend recuests
friends

gender
SIOUp_messages
Zroups

hometown
linked_gccounts
machines
messenzer_day
mobile devices

NCmer_fepors
notes
notification_s=trings
off facebook activity
pavment_accouts
pavments

pavpal accounts
photos
political_vicws
posts_to_other_walls
prvacy_settings
recogmzed devices
relationship
religious_wisws
removed friends
reported _conversations
[DOMmE

SCTEEN NAMmEs

secret _conversations
sccurdy_logs

sharcs
spoken_languages

status_updates
subscribed to

subscribers
support_correspondence
unified tneccages
vanitv_changes

videos

wallposts

wehaite

work




Activity Log Activity Log Unfollowed Activities: Unfollowed Activities are activities the account holder has unfollowed.
Unfollows
Definition Time: Date and time of the activity.
Type: Type of activity.
Summary: Description of the activity and action taken.
Object Id: Unique identifier associated with the activity.

Activity Log No responsive records located
Unfollows

Activity Log Activity Log Saved Items and Collections: Saved Items and Collection are Items saved by the account
Saves holder.
Definition
Time: Date and time of the activity.
Type: Type of activity.
Summary: Description of the activity and action taken.
Object Id: Unique identifier associated with the activity.

Activity Log No responsive records located
Saves

Activity Log Activity Log Info: Info captures changes made to the account holder's profile.
nfo Definition
Time: Date and time of the activity.

Type: Type of activity.
Summary: Description of the activity and action taken.
Object Id: Unique identifier associated with the activity. GOVERNMENT EXHIBI
US v. Essenfeld
Activity Log Time 2020-11-21 14:57:31 UTC 23cr0177-RSH
Info
Type Info 33

ESSENFELD-DISC11-00001032



Certificate of Authenticity of Domestic Records of Regularly Conducted

Activity

I, Benjamin Bomer, certify:

1.

I am employed by Meta Platforms, Inc. (hereinafter"Meta"), headquartered in Menlo Park, California. I am a duly
authorized custodian of records for Meta and am qualified to certify Meta domestic records of regularly conducted
activity.

[ have reviewed the records produced by Meta in this matter in response to the Search Warrant received on July 28,
2022, The records include search results for Basic Subscriber Information, TP Address Logs, Messages, Photos,
Transactional Information, Videos, Other Content and records for the account with identifier 100058110700593.

The records provided are an exact copy of the records that were made and kept by the automated systems of Meta in
the course of regularly conducted activity as a regular practice of Meta. The records were saved in electronic format
after searching Meta's antomated systems in accordance with the above-specified legal process. The records were
made at or near the time the information was transmitted by the Meta user.

I declare under penalty of perjury that the foregoing certification is true and correct to the best of my knowledge.

% _ Date: August 18, 2022
Critinite [ )omlly
ol 0’ =

Benjamin Bomer
Custodian of Records



Wed 11/4/2020 424 AM
Jery Clarke <holeset1399@yahoo.com>
Re: Becky

Roger! See you Friday. T'll let you know if anything else happens. Have fun in the cold!

On Wednesday, November 4, 2020, 05:23:33 AM MST, Ed McPherson <edmep] 2 3@ yahoo.con> wrote:

Dude! Too dramatic. Ted doesn't need that. We'll let him find out without it kalling him. He's been through enough. I need to get to work. Go
swim or something, It's too early there to be awake.

On Wednesday, November 4, 2020, 05:22:04 AM MST, Jerry Clarke <holeset | 999 (@ vahoo com> wrote:

Let's get Ted into town, one of us sets a date with her, and then we all show up. He can see with hus own eyes.

On Wedpesday, November 4, 2020, 05:19:42 AM MST, Ed McPherson <edmep | 23@yahoo com> wrote:

I don't know. Let me see how she responds to me. It's definstely her. Just don't say anything yet. We already know she is pursuing other guys,
It can't be just us. I took screen shots of most of my conversation with her before she hid her profile. But she 1s still responding to me too. If
she gives me her number, [ am going to put her on blast. Otherwise I might give her the chance to come clean and tell him herself. Either
way, he is going to find out. Better he finds out now than after he gives her that ring. Definitely fucked up!

I'll see you Friday. Let's grab a beer and figure out what to do for Ted. I have to go back to Colorado Springs in a couple weeks. Maybe [ will
just tell him in person and show him all this.

On Wednesday, November 4, 2020, 05:11:24 AM MST, Jerry Clarke <boleset | 999 yvaboo com> wiote:

Man, you were right. This sucks. 1 found Becky's profile and started a conversation with her. She is on the prow! and looking to hookup. She
actually hid her profile before I took the screen shots, but she continued to engage. She even gave me the same line about being the reason to
cancel her membership and gave me ber number. She wants me to call and get together. 1 looked up the oumber online and it's definitely her,
check the last two pages. What are we going to tell Ted? And when?




This information is provided for intended and authorized use only. Any use of this data for unauthorized purposes is strictly

prohibited.

Mail Snapshot Summary

All dates and times are in UTC.

Subscriber Details

LS7QNQAPQANFUBHHP3WGATOSHQ
L57QNQAPQANFUBHHP3WGATOSHQ

Target Account:
GUID:
Other identities:

Registration date:
Registration |P:
Account status:
Account last active:
Full name:
Address:

Birthdate:

Gender:

Recovery emails:
Recovery phones:

Date
2022-02-21
12:22:22
2022-02-19
12:63:55
2022-02-02
17:12:16
2022-01-31
20:35:35
2022-01-27
19:35:18
2022-01-14
14:45:52
2022-01-14
14:44:32
2022-01-14
14:44:09
2022-01-14
14:43:47
2020-11-01
13:35:52

holeset1999
holeset1999@yahoo.com
2020-11-01 13:35:52

2601:281:¢c00:41a0:cd30:c9d8:1805:92da

active
2022-02-21 12:22:.22
Jerry Clarke

1971-01-11
notDisclosed

yahoo.com (verified on 2022-01-14 14:45:52)
mobile +17606121942 (verified on 2022-02-21 12:22:22)

Recovery Channel Histo

Channel
+17606121942

+17606121942
+17606121942
+17606121942

+17606121942

I -0 con
I, /=10 com

+16196078758
+17606121942

+16196078758

Action

verify by user
verify by user
verify by user
verify by user
verify by user
verify by user

add by user

remove by
user

add by user

add by user

ip

70.169.21.9

70.169.21.9

70.166.81.203

70.166.81.203

70.166.81.203
2601:281:d17e:3e60:2128:1825:42d8:e8f8
2601:281:d17e:3e60:2128:1825:42d8:e8f8
2601:281:d17e:3e60:2128:1825:42d8:e8f8
2601:281:d172:3e60:2128:1825:42d8:e8f8

2601:281:cc00:41a0:cd30:¢9d8:1805:92da

Mail Details

Start date: 1980-01-01 00:00:00
End date: 2022-07-28 23:59:59
Archive files:

Total number of messages: 50

Oldest message: 2020-11-03 19:42:44

holeset1999@yahco.com_yahoomail_001_2022.05.12_2020.11.03_50_525965 zip

'VERNMENT EXHIB
US v. Essenfeld
23cr0177-RSH

ESSENFELD-DISCO01-12925



Holeset 1999 Yahoo Email Account: TP Account Access Details & Contacis

Holeset 1999 Lugin & Account Action Data

GOVERNMENT EXHIB

US v. Essenfeld
23cr0177-RSH

3

Timestamp (U'TC) IP Address IP Subscriber Information
212212022, 11:47:54 70.169 21 9 VT;;L‘;;E‘S;?::;
212112022, 182654 70169 21 9 VT:;L;";‘(}E‘&;*:;}
2212022,12:2222 70169 219 VT:‘;JL”:&E‘ST;’::ES
2/19/2022, 12:53:55 70.169.21.9 Navy Lodge Little Creek

Virginia Beach, VA 13435

222022, 17:12:16

70.166.81.203

Navy Lodge North Island
Coronade, CA 92135

173172022, 20:35:34

T0.166.81.203

Navy Lodge North Island
Coronado, CA 92135

17272022, 19:35:18

70.166.81.203

Navy Lodge North Island
Coronado, CA Y2135

/2642022, 02 14:08

70.166.81.203

MNavy Lodge Nerth Island
Coronado, CA 92135

172572022, 174437

70.166.81 203

MNavy Lodge North Island
Coronado, CA 92135

1117/2022, 13:30:40 - 13:32:43

2601:0281:d1 Te 3et:ad3 236811 824:3cTe

Theodore Essenfeld
3672 Flicka Dr.
Colorado Springs, CO 80924
(619) 607-8758

11772022, 13:29:55

2601:0281 :d1 T Je60:ad32:3681:1 824:3cTe

1Theodore Hssenfeld
5072 Flicka Dr.
Colorado Springs, CO 80924
(619) 607-8758

11672022, 22:03-40

2601:028 1:d17e: 360 BE:3993 aabl652h

I'heodore Essenteld
5672 Flicka Dr.,
Colerado Spnings, CO 80924
(619) 607-8758

1114/2022, 14:43:01 - 14:44:32

2601:0281:d17e:3e60:2128:1825:42d8 &8

Theodore Essenfeld
5672 Flicka Dr,
Colorado Springs, CO 80924
(619) 607-8758

11142022, 144140

2601:0281:d17e:3e60:21 28: 1825:42d8:<8 18

Theodore Essenfeld
5672 Flicka Dr.
Colorado Springs, CO 80924
(619) 607-8758
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